ABSTRACT: This paper is concerned with issues relating to security in the provision of information systems (IS) services within a campus environment. It is based on experiences with a specific known environment; namely Sultan Qaboos University. In considering the risks and challenges that face us in the provision of IS services we need to consider a number of interwoven subject areas. These are: the importance of information to campus communities, the types of information utilised, and the risk factors that relate to the provision of IS services. Based on our discussion of the risk factors identified within this paper, we make a number of recommendations for improving security within any environment that wishes to take the matter seriously. These recommendations are classified into three main groups: general, which are applicable to the entire institution; social, aimed at the work attitudes of staff and students; and technical, addressing the skills and technologies required.
Introduction

Information and The Campus Community
C omputers, information systems, communication tools and networks all play an increasingly important part in our lives. They provide a wide variety of services to us, and there has been increasing recognition that they are key and integral to the prosperity of all developed and developing nations. This importance is recognised in some countries (White House, 2000; Hansard, 1998; Attorney General, 1999; Hunter, 2000) that are implementing, or considering implementing, mechanisms to protect them.
General security standard guidelines and policy documents have been developed. Some have a very direct reference to higher education (Joint Information Systems Committee, 2001) , others are more general applying to the Internet community as a whole (Fraser, 1997) . In the government, commercial and industrial sectors there have also been efforts to formulate standards, on a national/international level (British Standards -BS7799, 1999; International Standards Organisation -ISO 17799) . It is unclear if these latter standards have been applied to higher education, so whether they hold lessons for us is not known.
If we consider education, and in particular higher education, specific issues related to information sharing arise. For example, a typical university environment consists of a single overall body (the institution itself) and is divided up into closely-knit communities of different sizes, large and small (faculties, departments, research teams, etc.) . Within and between these communities different kinds of information sharing takes place. Thus within a university campus information exchange is, especially in the academic arena, a fact of life.
Universities are institutions that have many different roles in the wider community, however the most fundamental roles are research and education. These are built around information: its acquisition, storage, exchange and application. This means that they are highly dependent upon the utilisation of IS. Many universities have taken on-board the importance of information systems to the fulfillment of their academic responsibilities, and included them in their academic plans (San Francisco State University, undated; University of Leicester, 2000) .
The importance of information to universities is, in general, well recognised (Harvard University, 1991) . For the efficient and effective operation of the institution this information exchange should be encouraged and developed. Given the signficant growth of IT in the sector, along with the sharing culture, we need to consider the issues of the effective security management and control (Elliot et. al., 1991; Hassler, 1998; Stamen, 1986) .
Types of Information
As with other educational bodies, a wide variety of information exists and is deployed within the campus. This information may be maintained, stored and communicated in many different ways. Traditionally much is in hard copy i.e. paper format. This might include memoranda, reports, records and so forth. With the development and wide distribution of the ubiquitous PC a great deal of information has migrated from those ledgers onto the hard disks of computers. Whether the minds and attitudes of the custodians of the data have made an equivalent change is another matter and is very relevant to the current issues under discussion.
If we are to consider, in broad terms, the kind of data stored in university campus records, be they paper, or electronic, we can consider them to be of several particular types. These are:
• administrative and infrastructure, • academic and research.
Within these broad classifications are a wide variety of different types of data. For example, looking at basic administrative data we might find:
• University installations maintenance information, • Staff, contracts and personnel details, • Budgetory, financial, procurement and purchasing data, • Minutes of senior, and not so senior, staff meetings.
The list of broad administrative data recorded and maintained is extensive.
Similarly, if we were to consider the types of data retained under the academic umbrella, we might find:
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• Student records, grades, academic plans, and reports, • Examinations, past, present and future, • Student project reports, • Research data, interim programs and draft technical documents and papers, • Library book holdings.
Again, there is a very wide variety of data and they may be retained in various forms of recording mechanism.
Frequently campus based institutions have close links with other bodies. In these cases other forms of data may be involved. For example when the university has a linked teaching hospital, as has SQU, we should also consider the issue of hospital data. Such data might include:
• Patient information, • Clinical reports, including test reports, • Administrative and financial information.
There may also be commercial/business factors to be considered. For example, special contracts and agreements between the institution and external suppliers, sponsorship agreements or even business/academic partnership may exist. Such agreements may imply quite specific needs in terms of confidentiality and integrity of information. The results of a commercially supported academic study program may, for example, be covered by commercial confidentiality agreements and have implication with respect to intellectual property or copyright laws. Such agreements may even give commercial organisations rights with respect to the information security of the institution. Such rights may extend to policies, procedures, audits and inspection.
It is clear then that a wide variety of different types of data are retained in different records. Some of this data may be highly confidential, and should only be seen by a limited number of authorised staff (for example, examination scripts), some may be public information (for example, library holdings), some may have controlled access (for example, collaborative research projects). In all cases there remains the issues of: access and control, information integrity, management, security, confidentiality, copyright, and other legal obligations.
The need for proper maintenance of records, and data, in the correct and appropriate way, has not been changed by the introduction of electronic storage technologies. However, as personal computing and networks have developed the way data has been stored and is transmitted has gone through a revolution. Consider Table 1 , Technology and Security Relationships.
Studies have shown that the security issues attached to the use of information systems are real. For example in (University of California, 1998) they discuss the threats and risks to "campus computer and networks ..." along with the "integrity and confidentiality of data ...". They have identified the needs that should be addressed when considering security (Leach, undated) , these needs include:
• Ensuring financial accountability, • Use of IT to reduce operating costs where possible, • Prevention of unlawful use of resources, • Minimising the burden of controls, • Maintaining the security of academic work, • Maintaining viability and goodwill.
Our studies are very much in-line with the comments made by these researchers. The need, then, for security become more significant, more urgent, owing to the much wider potential for unauthorised access, misuse, and corruption.
Security Issues
When we are considering the issues of information security we have specific objectives. These objectives are to ensure:
• Availability, IS structures are there 100% of the time;
• Accuracy, data is faithfully, fully and correctly reproduced; • Protected, data is not lost, damaged or corrupted;
• Privacy, information is only revealed to those who should have access.
Security of information, and information bearing IS infrastructures, can be considered as being composed of a number of different parts. These are:
• Physical infrastructure components, which relate to where and how equipment is installed.
• People, who access and utilise the information, • Systems which are used to store and retain the accessed information, • Communication technologies, used to gain access to and transport that information.
In searching for a total security solution we need to address all of these issues.
Infrastructure: Physical Access Risks
The first issue that must be addressed when looking at security is the physical layer. You must control strictly access to physical infrastructure and related plant and equipment. This means that protection of desktop computers from theft is not just the issue. We also need to carefully protect servers, including file, print, proxy, e-mail, web and related equipment. Careful control over access to communication channels (network, telecommunications, server rooms, control rooms, data closets, cabling systems etc.) also needs to be exercised. For example, if an anti-social citizen gains access to a network control room that person may be able to reconfigure equipment to allow greater access to data resources than would otherwise be allowed. It may be possible to attach unauthorised equipment, monitor data flows, and crash systems.
People: Social and Geographical Affinities
Universities, just like commerce, business and other elements of human activity, are run on people; even quite modest institutions might have a significant number of staff and large numbers of students. Distance learning institutions might have extremely large student numbers, many accessing the institutions from outside. Unlike organisations in trade and industry a very high percentage of the faculty, staff and the student body of a university will be expect to utilise IS as a significant part of their activities. Therefore higher education is predisposed to have significant numbers of IS literate persons utilising the technology.
People are a product of their culture, background, upbringing and the society in which they live. This means that the attitudes that they bring to important issues are formed by these lifestyles and societal influences. This is very much the case with respect to SQU, since it contains a mix of faculty/staff from many different cultures, as well as students from all regions of Oman.
Faculty, staff and students are brought together and their attitudes and affinities are such that considerable variation may be found in respect to: Farthermore these loyalties may be stronger and more important to them then those that they have towards the institution as a whole.
In recognition of the importance of these issues many professional organisations have established and published codes governing ethics in the industry (Illinois Institute of Technology, undated).
While these issues are not unique in any way to this institution they are certainly of importance when assessing our IS security needs. For example, within the Arab world there is very much a culture of sharing and openness between social groups, and this means that matters relating to confidentiality and security of system passwords and usernames are relevant. Not to share such knowledge might be considered in some groups to be antisocial, and yet this cannot be permitted since we need to protect sensitive data and vulnerable systems.
When we are considering information systems security, trust is important. There needs to be trust in the custodians of the data, as well as those who administer and utilise that data. If the loyalties of staff are more orientated towards the social groups than towards the institution then this trust will be misplaced. It is therefore important to ensure that these "trust relationships" are established properly.
Along with the issue of trust there is also the matter of what are the acceptable and proper ways that information can be used. Especially when you have many individuals from different cultural/social backgrounds you may find that what might to some be acceptable to others may not be. Similarly, activities like hacking/cracking taking in one frame of reference (for example research), may not be acceptable in others (for example administration). Without clear guidelines as to proper usage we are leaving it to the user to sort out in his, or her, own mind what is the correct way to handle the information that they possess.
Other issues relating to sharing and ownership are the matters of the copying of software products and intellectual copyright. Oman has developed the necessary legislation, but again the culture of sharing means that the copying of software products does still occur, and this represents a number of risks. These include: corporate exposure to legal challenges; the propagation of viruses; the wide dispersal of a variety of incompatible software products (causing maintenance problems); possible security vulnerabilities (due to the use of unsecured or otherwise dangerous products).
This also leads us to consider the matter of a legal framework for the protection of information. As well as the implementation and enforcement of a proper copyright and intellectual property law there is also the matter of security and so forth for personal, corporate, and other types of data. If there is no regulatory framework to define fair use and so forth what should be the guidelines an organisation should implement with respect to its data protection responsibilities.
Risks arise from a wide variety of persons. They may be faculty, staff, students, visitors, contractors, guests, or persons with no reasons for being on site. The reason they have for attempting to gain access may be:
• For academic, political, or economic advantage, • As an intellectual exercise (it was the challenge!), • Due to a personal grudge or disagreement (with respect to the institution, or a particular individual).
Such persons may be able to achieve their objective by direct access to systems that are not properly secured, or via local LAN or dial in services. There are documented cases of former employees, some in security sensitive positions, being suspected as being the source of sabotage to systems (Texas (State of), undated). Some hackers would have us believe they have a mission to improve society (Garigue, undated) .
Campus based institutions, such as those involved in tertiary education and research, face particular vulnerabilities from their student body. The student is, to a certain extent, expected to study, research and develop expertise. There is very much an expectation that they should push both the technology and their expertise. And within the campus community the students will have:
• Spare time to study, • Available equipment and access, • Motivation to perform, • Knowledge available.
Therefore the risk may be higher than in a commercial environment, where availability of all these resources is restricted, or very closely controlled.
Overall then all involved in information systems need to be security aware. They need to know their rights and responsibilities. That is to say that what must be developed is a security culture within the framework of the educational establishment (Cox, 2000) .
Systems: Protecting the Hardware and Software
Personal computers provide an easy to utilise high performance method of storing information. Unfortunately they also present a serious security risk from the standpoint of data protection. There are many risks to personal hardware systems that do not impact those that are centrally managed and controlled (Brook, 2000 , Anon, 2000 . Some examples of risks that involve personal computers include:
Theft, damage and loss
You may assume that it requires a high degree of technical skill to perform a computer crime. This is not the case, since data in highly portable systems is easy to steal, just take the system. If information is stored on removable media then this is even easier to remove. Someone with a minimal level of technical competence can remove the physical hard disk. If you are not concerned about subtlety, you can easily damage a hard disk and cause the loss of significant quantities of data.
Copying, modification, and corruption
With a somewhat greater degree of technical competence, and open access to an unsecured system, someone can simply copy the data to some other media and take it away. Alternatively, data stored within the system could be modified in any number of ways. Without a proper auditing and policing policy it may be impossible to detect the loss or damage.
Software applications
Good security means close controls over applications. Many different types of "rouge" application may be present in a PC based office system. Some may be user built applications used to augment, or replace, those provided by the data centre. They may be used in preference due to familiarity or simplicity. The problem with them is that they will not be subject to the rigorous development criteria that the data centre would use during development and testing.
Other types of rouge applications may be shareware, freeware and other "fringe" products that should not be used within an administrative or teaching environment. They may be poorly developed, inherently insecure, have backdoors into systems, degrade system performance, waste disk space and otherwise degrade system performance. Such applications may include games and utilities often packaged on magazine covers.
In the case of licenced software illegally mounted, these application may leave the institution open to legal challenge should a software company subject the institute to a software audit.
Viruses, Trojans and the like
Computer viruses are software applications designed to perform some action that is neither expected nor required by the user of a system. A Trojan is an application that allegedly performs some beneficial activity, but in fact performs some other; usually one the operator does not wish for or require.
Unauthorised persons may introduce these into the computer, however they are most likely the result of unsafe working practises. They may utilise a number of different vectors to infect a system. For a stand-alone system this will be via an infected diskette of CD-ROM. For a network connected system it may be via the LAN connection.
System Failure
Computer equipment becomes technologically obsolete very quickly. However it is generally quite reliable and can continue to operate well for some years.
Unfortunately many office based systems now contain important data that is not fully and properly backed up and hard disk systems are particular vulnerable. If you lose your disk you can lose a considerable amount of data. There are protections, of course. Mirroring, RAID, S.M.A.R.T and regular backups all have their parts to play. Nevertheless as a disk gets older failure becomes more likely (Kari, undated) .
Our experiences here point to between three and five years as being a good lifetime for a disk, although many do last longer. If you are performing backups remember to ensure that they are usable, by performing recovery tests on a regular basis. Failure to test backups regularly may lead you to have a "false sense of security". If you have remembered to make backups and then find they are not usable you risk serious and catastrophic data loss.
Transient Equipment
When we discuss transient equipment we mean systems that may be utilised within the university campus but also outside. Such equipment will primarily consist of portable (laptop/notebook systems). Such systems may be used by students (in some universities this is almost mandatory), others may be used by staff who choose to work from home, some may be part of test and diagnostic equipment used in the field.
This equipment is at specific risk for several reasons. It may be lost, stolen or damaged. Confidential information may be moved to an uncontrolled and unsecured environment. Lastly, these systems may be connected to a public network with the attendent risks of being infected by viruses or remotely accessed by hackers. It is interesting to observe that many companies, including PC hardware suppliers, now offer notebook security products.
Networks: Communication Risks
Your LAN is probably one of the most important part of your IS structures. It is also an area where security is critical (Quinn-Andry and Haller, 1998) . This type of communication network possesses many advantages for the institution in terms of the cooperative sharing of information in both academic and administrative areas. Unfortunately it also presents us with a number of serious exposures from the security standpoint.
To ensure a well secured network your design needs to consider the issues of (Quinn-Andry and Haller, 1998):
• Authentication (identifying the user),
• Authorisation (what the user is allowed to do), • Integrity (protecting the data in transit from amendment/corruption), • Encryption (to prevent data in transit being transmitted "in clear" text).
The regular basic Ethernet TCP/IP network utilising IPv4 provides little in the way of security controls over access, or mechanisms to prevent misuse of that access. To effectively secure such networks additional measures need to be put in place. These measures would control access, and ensure that data being passed "over the wire" was not easily accessed. There are many mechanisms that can be used to address these issues and these include one-time passwords, card access, digital certificates, secure protocols and so on. A useful discussion is contained in (Read) , undated) and while that document specifically applies to isues relating to Internet much of the discussion is just as relevant from the standpoint of the local intranet.
In implementing security controls over access to information systems through network access a balance needs to be struck. This balance needs to consider:
• How much security do we require, • What are we prepared to pay for that security (that is to say what value do we place on our data), • The degree of convenience (more like inconvenience) will our faculty, staff and students tolerate.
We should not make security so tight that it actively discourages the use of the resources provided. As with other institutions of this type the university has a developed an expanding LAN network interconnecting into the Internet, due to its internal structure protocols and this connection there are clear security exposures. These exposures can be classified as coming from:
• Outside the university LAN via the Internet, • By dial-in service,
• By the attachment of unauthorised equipment,
• From within the university LAN, • Through the use of broadcast technologies.
The Internet can provide a means of gaining access to a campus based system without the particular individual being physically present on the campus. This means that the border controls between the Internet and your LAN have to be carefully and strictly managed. If they are not fully and carefully managed then vulnerabilities may exist. Commercial environments frequently configure their firewalls to block all but a few required services, the so-called "deny all" option.
Owing to the open nature of university operations in academic institutions the opposite view is often taken, with free access being the norm, the so-called "allow all" option. In the case of SQU we tend to follow the safer commercial model.
Dial-in services are potential sources of security risks. With these the user may be within your campus or without. Even those institutions with limited internal dial-in facilities may be at risk since internal phone lines may be set-up to reroute external calls to internal dial-in modem services. The location of remote access servers with respect to the LAN, therefore, needs to be carefully considered since placement within the firewall presents definite security risks (since it will permit firewall controls to be circumvented with a simple phone call). Placement outside the firewall presents a more complex access regime, so may be more secure. Once the internal LAN has been accessed by dial-in the security risks are the same as access via a local workstation.
The LAN attachment of unauthourised systems and other equipment can be a major vulnerability. Network enabled Windows and Unix like products are now the norm. It is simple quick and easy to attach such equipment to a LAN. Should the newly attached equipment be misconfigured then it can predjudice the entire LAN operation. For example if a PC is attached with the same IP address as your regular DHCP server then the packets may be misdirected to the wrong system. Since dynamically assigned IP addresses which come from your DHCP service have a specific lease, or timeout period, the problem may not be noticed immediately but could degrade network performance over a period of several days.
Similarly users may, for their own convenience, create remote access servers (using a PC and modem) and attach these into the internal phone network. This would permit them to dial-in to their office number and access the LAN remotely. However, since the remote access server is within the LAN, and not routed through any firewall or other access control mechanism it represents a fundemental risk. Should the user "publish" such a service to his/her department then the risk would grow significantly.
Since the vast majority of university PCs are interconnected into LANs, each represents a potential risk from the standpoint of security. Systems in computer laboratories are generally controlled quite loosely, since the intention is to provide quick, easy, free and open access.
Data may be compromised not only by gaining unauthorised access to systems across the LAN, but also by monitoring of data traffic within the network. This is generally a simple process utilising a software application called a packet sniffer. Such sniffers are available on the Internet. More sophisticated users may be able to detect unencrypted confidential data, including usernames and passwords being passed around the LAN. They may modify the content of data packets themselves or disguise themselves as other machines (using a process known as spoofing). Particularly knowledgeable users may be able to send unattributable e-mail, or become a general nuisance, through routing mail through slot facilities (on the Internet) or through misconfigured sendmail hosts.
Wireless networks are another area where security concerns have been raised. While these LANS are not strictly new, until recently they have not been extensively deployed at SQU owing to the absence of internationally ratified standards, low performance and high cost. They have often been proposed as possible solutions to providing connectivity both within and between buildings. Many of the objections to them have now been addressed, although even IEEE 802.11 based equipment operating at 11 Mb/sec cannot, at present, approach the 100 to 1000 Mb/sec that we deploy on our regular hard wired networks. Nevertheless they are becoming more common.
Security is an issue in wireless LANs due to the ability of hackers to gain access to the campus LAN without any physical contact. The possibility of casual passers by being able to tap into the LAN with a notebook computer and a wireless access card has been raised (Ross, 2000; Fisher and Nobel, 2001 ; Leyden, 2001) . Should the security encryption technology built into the wireless equipment be inadequate then access could be gained and security compromised. Specific doubts have been raised as to flaws in the Wired Equivalent Privacy (WEP) algorithm (Borisov et. al., undated) , which is part of the IEEE 802.11 standard.
Similarly LAN connected systems are at risk from hacker/cracker attack. The objective is normally to gain system administrator status (root privilege in Unix machines). Often such access is facilitated by incorrectly configured systems, systems with unsecured user accounts, or unpatched systems where the OS contains known vulnerabilities.
There is an extensive range of hacker/cracker/ network administrator tools and resources available in the Internet and via print publications (Anon, 1998) . Frequently these tools are designed for relatively unskilled and unsophisticated users. This has given rise to the so-called "script kiddie"; someone without the extensive skills of the true hacker and, we are lead to believe, without the sense of social responsibility (Garigue, undated) .
Unauthorised access is not the only system vulnerability that we need to be aware of. Probably the most well known secondary vulnerability is to the operational system availability and this is known as the denial of service attack. Put bluntly, the intention is to make your system/LAN unusable. Again there are a wide variety of tools available on the Internet for this purpose. Thus we are not talking about anything that requires an extensive amount of technical competence.
The final system vulnerability is the injection of unauthorised applications into your system. Sometimes viruses and Trojans may secure a foothold in your system through regular user activities such as e-mail and so forth. In some cases once they have secured such access they can utilise this as a stepping stone into other systems thereby propagating their activities. An example of this is the (in) famous ILOVEYOU virus. Which relies on firewalls not blocking e-mail attachments, and users being less than careful in their use of E-mail software.
Solution Strategies
You need to attack a number of different areas when attempting to reduce security risks to your IS structures. These may be considered as being:
• General, which may be applied throughout the whole institutions, • Social, which are aimed at changing the work attitudes of faculty, staff and students, • Technical, which ensure you have the correct skills and technologies to address the challenges.
To reduce risks we need to ensure that IS systems are secure, policed, recoverable. The following lists define a number of strategies that you may choose to consider when attempting this. While they may well not be definitive they are all well worth considering. Let's address the general issues first:
• Committee with full academic/administrative representation (security is the responsibility of all) • Security officer/team in IS centre (someone has to be responsible), • Security responsibilities in colleges/centres (responsible not just in the centre, also in all parts of the institution) • Security reporting and feedback hotline (to ensure security issues are communicated effectively), • Consider more effective authentication schemes (the basic username/password strategy is not very secure), • Buy in from executive and management (support is required at the highest levels),
• Ensure all infrastructure installed in secure areas (keep doors to offices, control rooms locked), • Limit access to secured areas to those with need (can you trust your maintenance and cleaning staff?).
Social issues
• Develop a security minded culture (everyone should think security -not just the IS centre),
• Code of practice/acceptable use policy (written policy, signed off by users, reminders on screens -so people know what is and is not allowed), • Education with respect to proper policies and procedures (people may not read the policies, they should be reminded from time to time), • Pay attention to legal and administrative framework (an institution must conform to the national laws, its IS structures need to be compliant with institutional regulations also), • Full, fair and effective enforcement (a policy is no good unless it is properly enforced, and seen to be so).
Technical
• Trained technical staff with up-to-date hacker/cracker knowledge (staff should know what the vulnerabilities are before they become problems, not after a problem arises -be proactive), • Monitor hacker sites to ensure that the latest exploits are known, • Ensure equipment running at latest service releases with applied patches as required (all systems contain vulnerabilities, close known holes as soon as you can), • Properly configured systems with good user/password security (don't assume default configurations are secure, always change default passwords), • Approved software use policy (limit range of software allowed to reduce licence violations, as well as support and other vulnerabilities from unknown products) • Security probes on key and critical systems (check that your systems are secure, don't assume they are), • Effective monitoring and assessment of traffic (you're unlikely to fix a problem you don't know about -how do you know you've been hacked?), • Maintain anti-virus software at latest release (to keep up with the latest development in "virusware"), • Maintenance and backups of all key systems (if you lose your data you need to be able to get it back, if you've been hacked how can you trust your information), • Storage of critical data on secured servers, not desktop systems (the knowledge of the institution is too valuable to keep on a desktop system that may not be adequately protected), • Test backup systems on a regular basis to ensure that information is recoverable.
Summary and Conclusions
Information sharing is well recognised as being important to the academic activities of institutions like the SQU. In commercial organisations this isn't usually the case, and it would be difficult for an academic institution to adopt a typical corporate model.
A wide variety of information is stored and utilised within the IS structures of any academic institutions. Some may be primarily administrative, but a significant amount will relate to the primary responsibilities of the organisation: education and research.
Information systems used within academic communities need to be developed to facilitate information exchange but also ensure the security and integrity of the data being handled. Owing to the basic nature of information exchange within the academic community some risks are unavoidable.
To ensure the security of IS we must consider a number of factors. There are technical issues such as hardware, software, networking and physical infrastructure. Similarly there are cultural and social issues, these are important not only with reference to the individual but also on an institutional basis (the organisational ethos).
Many of the risk factors may be addressed by the proper application of a number of user policies. The guidelines and procedures should be applied, on an institutional basis, to the custodians of IS systems as well as the users of systems and data. Users should be educated as to their responsibilities through the establishment of proper training programs. Technical issues should be handled by an experienced and capable technical team.
